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Abstract: Uniquely, quantum cryptography provides protocols whose
security can be proven directly from information-theoretic principles and the
laws of quantum physics, and which do not require any assumptions about
the computational resources available to an adversary. Information-theoretic
security will be important for data confidentiality in the future when we can
expect more powerful computers and new algorithms to be at the fingertips
of our digital foes. Of particular concern is the advent of quantum computer
that can be used to launch efficient attacks on conventional techniques, such
as the Diffie-Hellman key exchange algorithm.
In this talk I will review research at Toshiba in extending the limits of the
technology, for example to high key rates[1], extending individual links
beyond 500km [2,3] and operation on conventional data carrying fibres [5]. I
will also discuss the commercialization of the technology in Toshiba and
recent trials with lead customers.
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